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- Role of Of: monage ond comtrol lfo operatins and /o devices
/o devices vary chaﬂg 5 N0 eaty way fo wanage ol Ctetdboards ]

hard ditks eted)
Manages wwyol over ditfevent (/0

devicet and Yhetr nteration with the vest of the system

Sq;o.vod'l from rettr of kemel

\fo Subsystem uses device driver modules
aloshrackion of access Yo o hardware via software fof

kernel to interact with , irvespective of wardware device (akin o
s«as’rem cols Por oppe 4o interack with 0%)

" Three major cafenories: Stovane devices , hamsmission devicss,
human interface devices

connection point Where device townecks  fo computer and
fends  signals via

set of wires % o protocol &P?L'IF%'\I\@ set of messoges -tk
can be sent OCross dwe wires

Device & plunged to device B plupged o device ¢
pudged +o computer (operates on & lous)

Computer



{disk)

2 :’disk\)
o Nl
3 isk)
monitor ‘ Processor 17} &
‘ ’—“ cache \ dfkl
grapities bridge/memory, | | memory l SCSI controller
controller controller |
[
I ‘ PCI bus I
IDE disk controlfer SXpaREon bus keyboard
interface d

: : -

G (@s®) ] -expansion bus ——
P - =4 f

{disk) (ciisk) parallel serial

o port | port

PCL bus tommects procestor- memory SubSystem to fast devices and
expansion bus townects Sower devices CUSE ond serial porte,
kz&boams)

* four disks cownneced via Cscsh)
bus, pwoged into SCST  controller

Other common buses to interconnect ompuier parts:
- PC\ Exprese, ¥nroughput uplo 1o BB per second
- Hrouphput upto a5 6G per tetond

havdware $aat operates o lows/port | device

o Simple device controller, whith 1 o Sigle
thip in the Computer, that controle he s\av\m on ‘e wives of a
serial psﬂ

moce complex ; wniroller separate drtuit board
called and  wngistks of o processer, waicrocode
and  private memﬁ}j



are  pretent W disk drives 08 o cicewit
board oatrached to one side.Taey implement disk side of o

?ro{'ow\ suth og SCST or

ond cownrain processol fg wTiorocode

* (U writes conrol information 1o vepisters on Yo dewce

comivollers

- &puim\ \o inshruchions  (in/ouT)
- Flow of \pes Jword< infout of Vo port oddresses

b bit addr
PV —— AIS - AO
QA MUX

mep { Als — Address
Aty —>| Decoder

Vost M

Akl —4 Addrecs
Py — Decoder

s |

L

— Pt & |

H Py C

Yory D

MO - \b kR
4 memary
Mi-tore hips
(
j M2 -16 LB o K8
MB- 16 LB
\Jo devices
tmouse,

pei aer, moniter)



- Registers Viewed 0s exkension of oddressivle memsry
space

- Device registes wapped into pausieal odalress Space

- No specific Y0 intvuckions CINJovT)

b bit addr MO -1b R
> AIs-pO 2 mewmer
cey c\n'\‘:s L
s MI-16rp
24 MUX UI8 K&)

MLk img —| Address | —
Ay —>[ Decoder [= —)I M2 16 &

k2 ——3 Address M o devices
p2 — Decoder [—— porx @ |

(mouse,
H Pt ¢ peinfer, moniter)

Pocx D

Some devices use both V0 wopped ond Memely moapped Yo
(graphics controllers)

© Memey magped YO vuas the sk of occidenfnl waodification
by incorveck foinkers; wn be Colved by protecked  mempy



read by hoct to get input
written into oy hott o send output
bitt ot tan be read by the host (whether
wrrent ommoand ompeted, whether e ovailable ‘o ‘be read
from n dota-‘m register , whether device ervey occured)

bite Haan an be written the otk Yo
dhange Hae wmode of the device of Yo chart o command (enable)

' Tupically "4 loytes in She

Some controliers expand @pacity with FiFO dnips Couffer)

I/O address range (hexadecimal) device
000-00F DMA controller
020-021 interrupt controller
040-043 timer
200-20F game controller
2F8-2FF serial port (secondary)
320-32F hard-disk controller
378-37F parallel port
3D0-3DF graphics controller
3F0-3F7 diskette-drive controller
3F8-3FF serial port (primary)

Device YO Pm— locxhion on  PCs



Method of performing 1/0 used oy wost Colso called D

Device Controller’s  starue reﬁ\s{-erk bit ndicobes the store of
the \o device o¢ either bugy (1> or idie 0).

Host sets the bit v ¥e DMA wwirvller's comwmand
re@s\—u when o omamond, & veadb Cor Vine device coniroller +o
execule

Havsds\m.\v% befween host &g device controller for writing output:
1. Hott keeps rmdi\r\% stotus re,a'\:-\-ef'c buty bit unhil v ¥ dear

0. Host sexg bk in ommand register § writes bit ko datn-our
reﬁ'\&'\'t('

3. Vost sets bit n  towmwand register

k. When towtroller notices wmmamx—readﬁ bit W seh, W getr the
bu.ﬁa bit

5. (owhvoller reads tommawnd r%‘m’czr ond Sees ¥Yhe write command

¢. Conivoller resdt dota-our repister fo Btk the loyre and  perfotws
Yo on ¥ne device

7 Cowtroller Ueart the command -vesdy wt, exvor BE in ¥ae crtus
repister ond deart the lusy o

Handshave loop performed on every bite of dota 4o be written
Step 1: host is of the stafuc n&i&u‘s bit

Mam& gptles  wosted even #ough basic polling operation i efficient
ond requires onlyy 3 wycles

Better if hardwore contvollet nokifiec C(PU when it ik ready for
service Ccommand)



Hardwore covvdrollert no%i&a PV when w\% ane m% for service
Via in\'errup*s

CPV sences wire after exewating
every intfruchon

IE 18U ogserted, (PU perfurme tove state, exewdtes
fcom fixed memory loation ond then performs
0 Stotz restwie | m’mmima the PV bock 4o iks pre-intervupr  State

Device tonivoller an  interupr, PV % oand it
to the interrupt handler, ond e handler the inferrupt by
Serv'\dna e device

CPU I/O controller

—> device driver initiates |/O \
initiates 1/0

T

CPU executing checks for
interrupts between Instructions
!

3

]
]
4

CPU receiving interrupt, 4 input ready, output

transfers control to S complete, or error

interrupt handler generates interrupt signal
7
5

interrupt handler
processes data,
returns from interrupt

6

CPU resumes
— processing of
interrupted task




Required fenures of intervupt-handlers

4. Rbiliy +o defer interrupt havxd\ihﬁ duriv\a wikical proco_ssivx%

3 Way to dispatth corvect infervupt handler for o device without
po\\ina o\\ devices

3. Multilevel intervupls oated on  prisrity Lhiah, \ow)

Provided by (PU awd inferrupt-conirolier hardware

TWo interrupt secvice \ines: — cawnot be tumed off oy
PV before running trifical  code, and

Intervupt mechanisw occepts  oddress Coffser n ) twak seleds
interrupy  routine

tontains memuvy oddresses of specialised
intervupt sevvice rowtines

zvxhnb of Wt points Yo head of awnotwer (mulyi-
\eve\ mo\exiv@

for high & low priovity intervupts

Tndervupk meonomism  also used fov  hondling , virtual
memory  poging, Sutrem talis C of )

Trops given lower priovivy twan device inferrupts
when suttem coll mode, interrupt nwardware tavet e thate of

user code, switdhes +o wmode, and ditparchet Yo the kermel
voutine Aot implements the requested service



DIRECT mom sy~ ACCESS

* Expentive for CPU 40 worda Status bits ond feed data into o
device contvoller’s vepister  Cproprammed \fo — P10 —one bpe at o
Xime)

* Speciol purpose gprocessor — DMA  cowdvolier

1. device driver is told
to transfer disk data CPU
to buffer at address X
5. DMA controller 2. device driver tells
transfers bytes to disk controller to
buffer X, increasing transfer C bytes
memory address from disk to buffer cache
and decreasing C at address X
untilC =0 DA/
6. when C = 0, DMA - T = X
interrupts CPU to signal c':gtnetl;'gflztr +— CPU memory bus — [ memory | buffer
transfer completion

( PCl bus
3. disk controller initiates
IDE disk DMA transfer
controller 4. disk controller sends
each byte to DMA

@ @ controller
@) @

* DMA 4vansfer
L. Host writee DMA Commoand blotk into wemery Coontaing poinkecs
Yo Source ond destination of ivomtfer and o tount of nuwber
of bytes o be rronsferred)
A CPU writes oddress of +thit owvimond Vock Yo the DMA wowtvoller
5 DMA covtroller operates tne wewory s directly omd  pecfsrme
vontfers wWivnoutr (PV



- Pecformed via

owd

MemeY'y

A

wires

y) \
4 DATA BUS >
A Y / (
DMA \> o
ADDRESS BUS Device
Cowirolley 7
DMA _ACKNOWLEDGE 5| tontroller
“DOmA REQUES
s+eps:

) Device cowdvoller ploces Siomal on DMA Request wire (DRE) when
device % veady Yo tvansrer & wovd of data

2. DMA  condroller sende o hold request to the CPU, asking it o
ol for a few uptles CHLD). CPU adomowledges Shis requesk CHLDR)

3. DMR wnivoller siezes wmemory ous, places desired address on the
MewsTy -addrest wires ond places o signal on the DMA  Acnowlesye

wire C(DRALY)

4. Device comtvoller 4tvownsfere word of data byrewise o memony via

memivy oug ond vemoves DMA keq,u.eu— s'\bv\a\

5. When hansfer omplete, DMA contvoller interrupte the CPU
siana\l\'no end of transfer



when DMA condvoller seines Lovtvol of memory us, PV cavinot
ocLess MMan memmo Ccann  SHU oceess  cadnes)

Process called i overall perfsrmonce due to using DMA
wnivoller & impfoved

Processes cannot divecy issue device owmande, provecting doo
from access- ovtrol violakions owd preventing sycrem crach

¢ 08 exporte funcrions ot yriv'\\e%w\ processet can call 4o
ocess  oevice

Processes can occese device onivollevs o\‘\redc\s

. H\'a\n performance, low sytrem szcuri\%

- fostest OMA wode

- bowtfers ol N byres of data in 0 tingle burtt

- $o¢x N wpdes, processor digconnected from systewr  lous

- DMk Sendg si&m\ o (PU ‘o veqmest fo memery but  owd
waits for sianal

= offer HLDA, DMA siezer comtvol of mewdy bus amd brawmsfere N
oyres  byte-by-byte

— ofker ompletion, disables HLD and releas memevy lous



Slower ¥an bursr mode

ofter HWLDA, DMA siees contvol of tyttem b ond only tvansfers &
tinge bute Cexecurec one DMA syue)

after single tycle, disalles HLD signal ond CPU vesalng sytrem lous
DMK condtroller needt fo requett syctem bug comvol for next e
DMA  Contvoller toc wdes from U 4o dranmtfer every opre

slowest wiode

DMK confvoller sieaec memovy but when C(PU does not reguire
ous

processor  speed unaffected

HLDA
o fe Wb - DMA Controlier
¢ y
= |
~ N
- U (Y
MR




+ Ovder of execution of V0 requeske
" e optimite dick veods order

" Wait quene of requecks fsv emch device maintained oy 0S

* When ogp istues o locking VO syttem Call, reqmest odded +o gueue

for HYaat device

* [0 schedwler reodert quewe ewtries +o improve efficiency
LFCPS, SSTF, SCAN , (-SCAN , LODL etc))
OS might ottath wolit queue to device thatus table, managed oy

+ Uni¥ 4 diske scheduli

Lernel

* Toble enivy: device iype, oddress, stare Crequest detaile i butw)

device: keyboard

operation: read
address: 43046
length: 20000

status: idle
device: laser printer [:g:fg:i:](;;r
status: bu
i address: 38546
device: mouse length: 1372
status: idle
device: disk unit 1
status; idle
gg\;:f:,: :Jssk HANES request for request for 1_
£ U disk unit 2 disk unit 2
file: xxx file: yyy

operation: write
address: 03458
length: 500

* Buffer: memevy area s’ror'mg dota. fo be trantferved bLetween two
devices | & device and an oapp

* Done for Maree reasont

() Speed wismatth berween producer § tontumer Cdevices| app$)
G Device transter sie mitmatcn

i) To maoainrain Copy semawtics



+ Copy semontics for opplication  \/0: VerSion of dota copied onto
0 ditk. i quaranteed +o be e vertien of oppicstion data ok the
time of opplication syerem call regocdlest of subteuent chaveys
- Opp dofa copied onto kernel ubfer before (owirol retumed ‘o

0.pp

*  Doude bu(’(—‘erinb-. two uffert ollocared So Yot one luffec woy fil
up with dota while e other bouffer can write onto ditk
~ Decouplet producer & contumer

- Once buffer full, it wWrites to dist  while incovmn& data. fillc other
‘owkeer

© Device trawncker rakes llog) for fun  Enterprise cooo

system bus [
HyperTransport {32-pair) _
PCI Express 2.0/( x32) _
Infiniband (QDR 12X) —
Serial ATA (SATA-300) —

\
Gigabit Ethernet _

scst bus [
|
Firewire [N
|
hard disk [
[ keyboad 1 ,
0.00001 0001 0.1 10 1000 100000 10E6

3 Cac,\/\ma
* Coche: cepjon of fast memory v\o\mﬁ wpies of datn

© Bukfec may hold e only opy of datn, wWwhereas cache aluoows
hold¢ Lopw



Sometimes same repion of memiTy ased  for looth buffer § cache
= buffert n wain memeny fot sk Yo
~ alto uted os cadne

Disk writes occumulated n bubber e for several  Seconds

buffer mox wolde output of a device thot can ony service
one Yb ot a time

€y: printer can only prink for One file of o tme ; eadh appt
output Spooled 4o separate ditk file

\inay,  Suskem queuwes Spool kiles 4o prinker one of &  Yime
) Sysrem g it Pr

extugive device occess ollowed

Procest can oloware § deallowte idle devices

Some O0fec \imit number of open file wandlere 4o one
* Uplo opplicationt +o owvoid deadlock

08 can uswn\\wa recover from rrawnsient failuves
= ditk read) fail retu\tt i readd) (etvy
- wnetworw Senwdl) eorvers vetul (n  vesend ()

If permonent failure of impertant component occure, 08 cawmnot
reover

/O tyshem s vetrurn One  bir of information "‘6”““"‘5 status
of can Csuecers [ faiture)



* UNW: integer returned , eadn  corvetponding o ervar code

Failure of SCSI (SmAN Computer Sysrem Tntecfaced device repovred oy
SCS\ protool n tiaree levele of detail

- noture of failure

- tatepory of foilure

- wore detail

* To prevent ilepal VYo from being pecformed, ot \[0 ingiructions
are ‘)ﬁvi\eﬂm\ inthruchisng

o wust be done via syttem callc taokr vequest 0§ to perfow YO

Memory-mapped owd Yo mapped Yo locations muwsk be protected from
users bb memory Yro-\-w\—im “A‘“’m‘

© Systewm cal fox /o

kernel

case n

@ @

trap to I vead perform 1O
monitor

A\
@
return
o user

user
program

system call n«—




* Kernel keeps state information oloutr use of \/o componentt leg:
open File ‘mble Structure, network tonnection fobles efe.)

* UNIX: ob}cm_d oriented trechnigue 3 \;oiM-cvs fo oppropriate routines
fox entriec (n open file +avle

system-wide open-file table

active-inode
fite-system record table

inode pointer >
pointer to read and write functions
pointer to select function

painter to loctl function

pointer to close function

. ' per-process ’
file descriptor}— open-file table|| /|

network-

4 networking (socket) record infarmation
g (socket) table

USEr-process memary

pointer to network info -
pointer to read and write functions
pointer to select function

pointer to ioctl function

pointer to close function

kernel memory

" Windows: message pasting fedwnique  (extentively object orienred)

© For disk access, mapping berween file names and phygical  location
on disk

. firek part of filename. preceding the wlon, i
o string identifying specific wardware device
- to:

- (olon Seporates device namespace from File namespace



t

representt primary hoard dick , mopped vo Specific port oddress
through device taple

device names verecented in feqular file tytrem nowmespoce

no part of poth name (ovtaine device nowme

- maps prefixes of poth names fo device nawmes

To vesolve path nawe, OS \ooks fov lowsu’r m’cdz\’m% prefix on mount

foble

- The name oObrained from +he wount takle  looked up on we file
Sustem dicectovy strucures ond o poir of numbers
s returned

- number identifies device dniver ko wondle Yo

- patted +o device driver +o wdex into o device tovle to
obtain oddrete of device conivoller

\

Linux kernel

Devies driver

<pame>

= <mners -t s IS
’ Device

= Linuy: thede devices oy re.n.dm% /proc/devices
- AN dewices stored w /dev direcﬂv\a with W60 § mingl numbers

: S ls -1 sd*
root disk 8, © Mar 21 04:
root disk 8, 1 Mar 21 04:

root disk 8, 2 Mar 21 04:
root disk(8) (5)Mar 21 04:




LIFE LYCLE of BLOCKING READ REQUEST

user 1O campleted,
request 1O process input data available, or
output completed
' r
systam cal retum from system call
- kamel
N p iy transfer data
~~~ canaleady IO subsystem (it appropriate) to process,
Ssatisty request? " yeg retum completion
e or error code
\I' no
send request to device ;
driver, block process it ksmel
appropriate /0 subsystem
process request, lssue
determine which |
commands to confroller, davice leled, indicate sf?a!e
conhgure'cromrollev to driver °|° pga o IO subsystem
block until intarruptad
by fecalve intarrupt, store
davica-controller commands hand(:v ?%&dggcn:dpg‘ﬁ'\;;":’
d'evice driver
interupt
|
device
monitor davice, controller
Interrupt when 1O ;ﬁ::ﬁﬁm
complated
l tima >
M o
I Process calit blocking System all 4o £4 of an open file

2. It doto present in buffer cacne, dota veturned Yo process and
\/O completed

3. If not, process moved from run gqueue fo woit guewe of device and
waoiks for \[o smbs'as’rew\ fo Send reqmest Yo device driver (4o penccrm
1Jod

k. Device driver ollowares kernel buffer space to receive disk data
ond schedules Yo ; driver wrives into device (ontvol regjcters



(0.

Device contvoller operates device Wavdware +o Per@cvm doXo tvawvtfer

IF using DMA contvoller, intervuph senr 4o CPU when trantfer
wmpletre

Covveer nterrupt handler from VT wanmdles intrervupt omd veturns
fom  interrupt

Device driver receives signa), cnetks 4o see which YO request omplered
and tignols Kernel 1o Sultystem that it has  completed

Keme| kvantfecs data, ceturn codes to oddrest space of veamesting
procecs ond woves process oode bo ready Omeue

Process unllocked ond execution vetumes from offer system can
when  scheduler ass'\am job o (&.0V)

Mecmaniem for wnhb\\iv\a access of prooyame , processes & wusers on Files,
mamory Sepments ond CPVU of o system

Prevent violatien of occess vestrickion by & ey
Processes only wse tose system vesources sk hay are ollowed fo

* Mednanisme fo implement policies Haat guard resources

Guiding  principle : — programs, users §
Suttems 3‘wm minimum yr‘wi\eaées requived to ver(’mm Meir rodws

Minimum o\amﬂe_ ¥ misused



Implementation  possiviliries

- Appe  With -Fiv\e-ﬁm'me& actess controls

- Awdit Avoile ‘o Wock protection & secuv'\m activities
- Role-bosed occess ontvo) (RBAC £of usevs

- Accest owivpl \itkt where 0ccess wan be bgﬂ\ea\

Gvoain of occets
- occese wwove fecure, wore tedious
- privilege management easier

Process mwuet o“\ﬂ access vetources W & owtnorited Yo owecees 4s  well
0L regourees it vequires fo complere the tatk

If o protess invokes o procedure, ¥ae procedure must only have
oecess fo e lowal variades amd the arguments patsed o W, oand
not {he process’ variobles

ﬁvern frocess opevates within o Yot s?ed(‘ies e
resources the procecs ean Occets

Cadr domain & & collection of occess rights | whidh are ovdered poics
of the form
- Eg: dowmain D has Ocress right  CHileF, {read, writel

read, write} >
< 0Oy, {read, write} >

< 0,, {execute} >

< O, {execute} >
< O, {read} >

< O,, {write} =>( < O,, {print} >




Processes can be associoked with domaing of
(more complicared ¥han stoc)

Stafic association moy ‘ead to violation of weed- to-know
principle

Dynamic requices doman  switthing ; domains can be realised n

difterent ways

\ — domain switdn when user dhanges

& — domain switdn wohen process sends mettaoe o another
procest and  woits

3. — domain  Switth when proedure (Al wade

Standard dwal wmode of 0S execuhiom
- Monitor mode: privileged oaess

- User wode: non-privileged nccess

- inswfficient wodet

cach uwser s & domain
tacn file Woe associoted with i oan owner ond o ot

Domain  switching: +ew\\>omﬁ\“ switching user 1D when executing o
file 5, F it set, ¥he user temporatily changes +o e Hae
owner of e file untl Yhe procecs exits

Alternate approach: place privileged programs i Special dicectory ;
Ol thanges user when eseunting files here

TOPS-20 0S: does not avow user \D daange;, user muct Sewd request
to priviteged daemon running as ooy



* ProYection domains maam‘\:ed hiemrc\nim\\n ‘wito o rimd shywcture

ring O

nng 1

+ Domains: Do, Dy, ...,Dy., for N ringc where Do wac the mosk
privilege and DOy., wag the leask

. Rimas numbered from 0 +o 7 (N=¢)

* 1€ N=12, monitor- user mode wheve wonitor = Do

* MULTICS has submev\\'d space where eadn suow\enr i one Hle
ond ¢ agtociated w\¥r one of the domain i

- Eoth sog oMo hac 3 actess bits for reading, writing, exeation
- Ring field of sepment includes

1p) suth Mt by < b3
(X)) Suth fat by 7 b,
)
* Codn exewting process has set to i
process can access seamente associated with ringe k3 i where +he
type ofF occess it determined by the bite

* Domain tw'\\-chir\%'. cumna process in lfferent ﬁv\%



- IF process cale procedure/segment with access bracker Lo, by), then
¥ae @M is olMlowed i€ o Li<b, and curvent ring number rewmaing ¢

* Otherwise, & tap to twe 0S oceurs

- if i< b, en M ollowed o oceur 08 4ranmsber to be waode
to ring with lower privileges , provided parameters Yaat ore
pasced to o lower numbered ring ore wpied firtk

= € 12bs, cll only allowed W by2i and cal hat been divected
to o detignated entvy point | gate

. Riw\;) Siywcture does nor enforce need -+o-wmow

Pcotection viewed alostractly ag wodrix  Where vows —> domaing oand
olumns = oh;,cc)m

tach entry hecess Liy)) cowrains ser of occess rights

object
. F Fs Fa printer
domain
D, read read
D, print
D, read execute
D read read
4 write write




* Domain Switthing. add dowaing as objects Ceolumng) ;, switehing
from domain D +o Dj ‘& allowed if switth € Access (i, D)

Sl R I R il - - X
domain printer

D, read read switch

D, print switch | switch

D; read |execute

D, \r::t(; \I;?r?tg switch

* Uhanging entries of accest malrix in o contvolled wannner: three
operations — copyy, owner, cowntrol

= Yne obility to copy occess righte from one domain (cow) +o
onovher fov the same object is denoted by an acterice (x)
Oppended the accest right

- Eﬁ: () can be wodified to L)

object object
i £ Fa A Fa Fa
domain domain
D, execute write* O, execute write*
D, execute read* execute D, execute read™ execute
Dy execute Dy execute read

- btontfer: ¢ ari&\'\\' s copied from Aecess (i, +o Aceess b)),
it & removed from Access (i,



limited opy: New copy does not aet an asterise () ond & not
w?\\r)ab\e

addiien f¢ reroval of some rights

i Access (7)) ontaing owner o & right, Yhem & process
exetnting W D; can odd/remove any right ‘' oy entry of
tolumn 3

€y () can be wodified to L) — domain D, i& e owner of
fi ond domaln Do s Yhe owner of €, §Ff and Hwey can
Odd] remove Tights  \n Haeic respective wmng (6, £ 0, and
f i 6 B DD

object . object
F Fs F T F £ F,
domain ~ domain ~~_
| owner : D owner |

Dy execute WEHE ! execute WERS

d* read* owner read”

D, od owner D, \ read* owner
SRS write write* write

Dy execute D, write write

opplicalde only +o domain obyects

W ool € Access (D;, DD, then o process executing wn B
on vemove any ewiy from row Oy

E%-. () can be wodified +o L) — procecs ereunting i Dy
can modity 0y



« Becess woadvix does wor  Solwe
fom +mn6 disallowed occess)

IMPLEMENTATION of ACLESS RIGHTS

.

Global Table

object
domain printer
Dy read read switch
; 3 control,
D, print switch | switch
D, read |execute
read read .
b, write write switch
O
object
P B [ e (B g s |y | B
domain printer
D, read read switch
D, print switch ,f:,m
D, read |execute
Dy write write switch
o)

(.pfevz n’c‘m% Pfocess

* Set of ovdered triples <dowain, oljeck, rights-sety

. Simp\ea’r implementation



* Whenever operatien M executed on oljeck 0j within domain D, the
dlobal table is searched for ¢D;, 05,R,7 where M € R,

If 4riple found, operation allowed Yo ctontinue. Dtherwise excephion
vaised

* Drawbacks
~ tovle too large o be kepr in wain memory
— difficatr +o qroup Object [domaing (ey: octess kv everwone requives
new entvy n Al domaing)

© Eodh Wumn of the Mmotvrix can be implemented ag on aceess  Lisk
for an object

Eoch object ic o lisk of poirs <domain, rights-setr)
(an be exterded +o Wave an enty for dlefawlt set of access rigints

Whenever operatimn M executed on object 07 wirhia domaln Oi,
occess lick of O searthed fox <Di, Ry? Such thab M ER,

If entvy found, operotion perfsmed. Otherwite, defamit set is
dnecked. T M € e > Performed. €lse, exception raised.

Eoach row of wakfix veprecented oc \isk of pairs <objeck, rights-sety
Ceach pair called occess Capability)



Objeck vepresenttd by its phuical name [address

Whenever operation M execured on object 05 wirhin domatn D, the
wopobility  for ¥he Object i specified as 0 paramerer

Possestion of the capavility weanc accets is olowed

Capa\oi\'ﬂ-“ \ist never directly nccetsible fo processes running n  taok

domain j it is & protected object wwintained by 06 and indivectly

Occecsed by wser

Provection of capability lis is entured in one of 4wo woye

@ A bit 1 associated with eatw object to specify i ¢
wpavility or accessivle datn . The tog i wot oaccessivle by opps
and it only occessed by O0S (ucually wwore Hhan one Wir for exiva
Wardware infervwahion)

¢ Address space of program spit WD iwo parts — one  Lontaining

normal program dodn § inttructions ond
one wvx\'o.'mivxa opabilify \isk

© €ach objeck Wt o lisk of unique it patternt called towws
Eotn domain haz Ltk of unigwe bit poktervs called Leys

Process execud'in% w 0 domain can only occess Hrose olbecks foxt
whidh Yhe domain possesses o kua (ot waakchet Hae \ock)

List of weys w\anoubed oy oS



— Simple bur large, cannot easily odd cpecial 4roups
of objedks or domaing

— correspond  dicectly Yo user weeds ; Ok the time of
olojeck creation, user an Specify whidh domaing tan  occess and
whot operations. However, derermining set of octess righre fox o
domain ic dibbiculy

— wseful fov \oca\isimc») info  obout & process, buk
do not orvespond 4o uter needs § revoldngy access & WOk simple

—_ mvouna € oty (w\amb'w\@ locks) , Leys can
be pocsed Hee\a betvieen Adomaing

Colaris \0 — Role Baged Occess Control CRBAOD

Privileges assigned o usert and  processes following e  principle
of \east privilee

Users astigned voles | can fake on volec bated on passwerds o the
roles (eq: sudo wmmands)

user 1
A Tole 1 N\
]w"ignwleues 1 V"w'

\| privileges 2 |/

[

executes with role 1 privileges

|  process |



+ Quethons about vevocarion

®© — if delayed , when does vevouation Yace place
Qv — doec vevoration affeck all usert & o group

aw — ol rights fo on olsject & & subset

() — is revotation permavient

* Revocation n  \itks gimple;, occess \ist seavched for dowain anA
accecs vewoved frow occest-rignte  sex Ccan be immediake | general of
selective, partial o total, permanent of Yemporany

© Revotign ' (apobilivies — scnewes wutt include the @o\\owima

- it process wonks Yo use o capability Wk has been  delered
during periodic deletion from domaing, it can ty to reaguire
the capability

- & occess revoted, prowett cannot veacquire

- ealth objeck owranC itk of poinere to capabilivies

- when revourtion reguived, pointert tan be followed and
capabilines  wodi€ied

- tostly implementation  (MULTICO

- mvab‘\ikies Point Yo unique entry in &\oba\ fube whith pointe
fo object Cindireet)

= fevowafion perfoimed oy deleting ety from global toble

no seleckive revonhen



- ey s unigme bit pattern associated with o copability
~ Defined when capacity created

\

- To.dnmq,uz # 2 — olobol Table of weys

Coth oljject hac o

Process ¥nak owns key cannot wodify| inspect it
Tedwigue #) — macrer wey

When capacity created, wey is washer ey
When capolility exercised, if ey = watter \ey it is allowed.

€\ge, excephion

Revocation: c.hom%e matrer key with

No selechive revocohion

Al kegs on ylobol rable of Leys

Copobility volid if i key watches tome key on he dlobal

foble

Revocadion: remove wankching key from table

More flexible vevotation

- Po\(c& decision: who wan mod‘\(’“ olgyect \ews

- System 15 secure owly if owly its vesources are used and octested as

intended
SECURITY
Basic Provides the system access
to legitimate users only
Policy Describes which person is
allowed to use the system
Type of Threat Involved External
Mechanism Authentication and

encryption are performed

PROTECTION
Controls the access to
system resources
Specifies what files can be
accessed by a particular
user
Internal
Set or alter the authorization
information



. SQ(MV'H‘“ violahigns m‘b\oe infentienal from o
oY accidental Ceasier +o protect “ﬁ"‘""“’)

. Po\-ev\\'iul fsv violakon;, o vu\nemb'\\i’ra

unawnthorised veading |stealing of dota/ information
wnaurmorised wodificokion of dato

wnouthorised destvuckion of dato

unaunthorised use of gervice

. prevm’dn% \e%'\*'\mo&e usone of s%shm (ne-\wm.in%-. SYN (—‘lood\in@

¢ ottocker prm\-mds Yo be Someone e\te
* breath awnthentication omd %ain oceets

A
sender receiver
ﬁ
ic]

Lk - ]

attacker

-
apon

O\T\“‘\'mlc 2\

cf



wmalicious repeat of o valid data transmission
iegally  oltoin informodion | resources

can be done with for wore access
hash(paslswom) > 9
sniffs ||
hash |
* ¢

replays
ﬁ -

soucce: w‘\v.'\‘mo\ia.

ottacker site v dota flow of communicarion
matquerodes o receiver Yo sewder and Sender Yo receiver
n “Q'hNof\L\V\ﬂ: preceded ""d

Al

.~
sender €Oy
My,

cauot receiver

Nicay, o
on - 0O

f\
gl
s

attacker

doto centves / comvu\-zr gitee mult be p\r\\os'\ca\ho gecure oxaainu
wnantorised c.v\’ma

awthorised utere should Wowve occess +o syttem
usert 4ricked ‘wiro mvea\ina tonfidenthial information
u.o.vohh\a trath for sensitive data



OS wutt protect itself from breaches CDOS ottack, stack overflow
ekc)

+ protection from interception of data over wmwmunicatien links

Prolbro.ms written to create security breach
Commtn wetode Yo taute suuriho breach

* (ode Seoment Waakx wmisuses S environment
Misuse obility of users %o executre programs wfitten by other usere

. litk of directories +o tearth when program name
a‘wen
Variation - program emu\mﬁna loﬁ'm prompt
Variarien : — comes bundled with uger-installed software

Spyware creates ods, popups, taphures  user informatim omd sends

o central sevver
. attack that ollows Yransfer of infermarion between

procestes Hant are nor oallowed ‘o tomwunicate Cesy. spam email)

Tntentional hole in the Software writren by e detigner of o
10ar0m that only they can accest for wneic benefit

ES'- banv_'ma progyram with round'ma ecrors ot credit the
extva. woney to the Otrackers account

Compilers %o,neraﬁnﬁ trap doort —hard to deteck



* Malicious code in\-mﬁom\\” insected nto o program
Activated on Wost on\“ when cectain conditione wmet

“Explodes” after cowmdition, suth as ferminakion of employee, met

* Orploits o up) n o progtam ond sends excess dato to the

program
+ Strept taken \:\A attracker

l. Overflow nput field, tommand-(ine argament o input owkfer
unfil it writes onto trade

2. Write éxploit code wWith commands exeuate 0¢ part of +the
orrock

3. Overwrite current retum oddrese on stacdw with  oddrese of
exploit code

-+ fotenhial bufter overtlow exploit: if orgvli] > BUFFER-SE

#include <stdio.h>
#define BUFFER SIZE 256

int main (int argc, char *argv[]) {
char buffer[BUFFER SIZE];

if (argc < 2) {
return -1;

}
else {
strcpy(buffer, argv[l1l]);
return 0;
}
}
+ Solukion: wuse

strncpy(buffer, argv[l], sizeof(buffer)-1);



+ fossible Security vulnerabilities in stack overflow — stack $tructare
known § Ceturn oddreit cn be dhanged

bottom -« frame pointer
return address

saved frame pointer

grows

automatic variables

Y parameter(s)
top

typical stark fmwve

* Program wiritten by attaceer fnot runs shell  progrom

#include <stdio.h>

int main(int argc, char *argv[]) {
execvp(“\bin\sh”,”\bin \sh”, NULL);
return 0;

- I user program runs with System-wide permissions, attoccer
tode an be fun vm\iciwsl“

N s
return address address of modified
shell code
saved frame pointer .
NO "OP
buffer(BUFFER_SIZE - 1) :
> copied <
buffer(1) modified shell code
buffer(0)
S \




.

Fragment of code embedded w a legitimate program
Celf- replicati
PCs more susceptible ¥han UNIX-based Susteme
(can be Trojan House) injects vitus  inkd  sysrem

Cuh.ﬂories of viruses

= virug oppended ko o file of exetutavle tode

- chanyps  start of o program So Haat virue code erewnted
- Offer exewdim, returnt tontvol to  program

- tan go wnnoticed

- infectt boot sector of system & exetntes every kime System
€ ‘oooted , before 08 loads

- do wot oppear in file System

= olso called memery virus

e~ =

virus copies boot
sector ta unused
| location X

—p—

virus replaces
original boot block
with itself

at system boot, virus ‘
decreases physical

memory, hides in memary
above new limit

virus attaches to disk read-

write Interrupt, monitors all
disk activity

whenever new
removable R/W disk
is installed, it infects
L thataswell

It blocks any attempts of
other programs to write the
boot sector

wreak havoc at a
certain date

It has a logic bomb to




woirven h‘\@n- level \““5”'02
iggered when o propram Clice Word, Excel) waat
executes waacvos m\-ow\aﬁcm\ho 1 run

looks for sourte code % includes viewt w it

Unonages eath rowe % & insralled
ovoid detecttion b\a anRVIfUS

owoids detecion
viras decryored by its detrypred code oefore execution

Mod ifies parts of system thot can e used to detest virus
ey modify cead() system @l to ditplay won-infeched code

bypastes  detection by incralling it w interrupt Wandier
thain

oble Yo infeck multiple parks of tysrem

woded o wake it Word to underctand by oantivifus



* To veduce Yaveat, Sysrem’ fo be reduced

+ 0Ses ¢rive to be , where  woth services  wugr
be explicitly enabled by users

+ Propram tnat duplieates itself

* 1a8&, Morrit wotw  wade up of Calso called vector
¢ \oootshrap) program Ond he wain program.

' Groppling hook ctonnected o ofigin wadhine ond copied wain
program onto hooked twsrem

* Exploited (remote access), ttelephone directsry) and
Csends, veceives, foures email) pronfams

rsh attack
finger attack
grappling sendmail attack
hook
W

worm sent

WOl worm

target system infected system

* Vkiliced patswevd guesting. to break into muMiple user accounts



2003, Sobig worm — spread via ewmail and  aftacked Windows
Sytrems

Not ottack y weans for concher +o deteck & systew's vulnerabiliKes
‘o artack

hutomated ottempt to  onnedt fo TCP[IP parts on & vownee of
\? oddvesses

an determine  OS, running  programs  ere
Port tcans are detrecralde, run from — sytrewms

¥aok have olready been ctompromised by hackers & uged as o
rewote Wott by them

Diswph'n% legifimate wte of o service

Eoy SYN-(looding for iniKakien of sockett fs¢ TCP connechion
with fake source | oaddvetses

Dittribured DOS ortotks even wWarder to detect § use 2ombies
as W\u.\KP\e souncces

Anthenticahign \o\ocv.ina ‘o{g Mu(ﬁp\e Wy pomwmrds



